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BUILDING SECURE REACT APPLICATIONS
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Pragmatic Web Security

High-quality security training for developers and managers

- Deep understanding of the web security landscape

- Google Developer Expert (not employed by Google)

DR. PHILIPPE DE RYCK

Custom courses covering web security, API security, Angular security, …

- Course curator of the        SecAppDev course 
(https://secappdev.org)

@PHILIPPEDERYCK

HTTPS://PRAGMATICWEBSECURITY.COM

Consulting services on security, OAuth 2.0, OpenID Connect, …
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return ( <div>{ data }</div> );

Hello!
<img src='unicorns.png' onerror='alert(1)'>

REACT CODE

UNTRUSTED DATA

RENDERED PAGE
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return ( <div>{ data }</div> );

<b>Hello</b>!

REACT CODE

UNTRUSTED DATA

RENDERED PAGE
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<b>Hello</b>!

REACT CODE
return ( 
<div dangerouslySetInnerHTML={{__html: data}}>
</div> );

UNTRUSTED DATA

RENDERED PAGE
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<b>Hello</b>!
<img src='unicorns.png' onerror='alert(1)'>

REACT CODE

UNTRUSTED DATA

RENDERED PAGE

return ( 
<div dangerouslySetInnerHTML={{__html: data}}>
</div> );
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🙀
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£ 183 million
British Airways faces a massive fine

after the Magecart attack
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<b>Hello</b>!
<img src='unicorns.png' onerror='alert(1)'>

REACT CODE

UNTRUSTED DATA

RENDERED PAGE

return ( 
<div dangerouslySetInnerHTML={{__html: 
DOMPurify.sanitize(data)}}></div> );
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<b>Hello</b>!
<img src='unicorns.png' onerror='alert(1)'>

REACT CODE

UNTRUSTED DATA

THE DOM

return ( 
<div dangerouslySetInnerHTML={{__html: 
DOMPurify.sanitize(data)}}></div> );

<b>Hello</b>!
<img src='unicorns.png' onerror='alert(1)'>
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const createDOMPurify = require('dompurify');

const DOMPurify = createDOMPurify(window);

const Application = () => {

let data = "Hello!<img src='unicorns.png' onerror='alert(1)'>";

return ( <div dangerouslySetInnerHTML=

{{__html: DOMPurify.sanitize(data)}}>

</div> );

};
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AVOIDING XSS IN REACT

USE SIMPLE DATA BINDING IN JSX

ONLY USE DANGEROUSLYSETINNERHTML
IN COMBINATION WITH SANITIZATION

18
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<b>Hello</b>!
<img src='unicorns.png' onerror='alert(1)'>

REACT CODE

UNTRUSTED DATA

RENDERED PAGE

return ( <div> { ReactHtmlParser(data) }</div> );
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<b>Hello</b>!
<iframe src='javascript:alert(document.domain)'>

REACT CODE

UNTRUSTED DATA

RENDERED PAGE

return ( <div> { ReactHtmlParser(data) }</div> );
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https://github.com/facebook/react/blob/103378b1eada44561821b1c22ff54e0537cf9764/
packages/react-dom/src/shared/sanitizeURL.js

const isJavaScriptProtocol = /^[\u0000-
\u001F ]*j[\r\n\t]*a[\r\n\t]*v[\r\n\t]*a
[\r\n\t]*s[\r\n\t]*c[\r\n\t]*r[\r\n\t]*i
[\r\n\t]*p[\r\n\t]*t[\r\n\t]*\:/i;
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<b>Hello</b>!
<iframe src='data:text/html,<script>alert(1)</script>'>

REACT CODE

UNTRUSTED DATA

RENDERED PAGE

return ( <div> { ReactHtmlParser(data) }</div> );
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<b>Hello</b>!
<iframe src='data:text/html<svg onload=alert(1)>'>

REACT CODE

UNTRUSTED DATA

RENDERED PAGE

return ( <div> { ReactHtmlParser(data) }</div> );
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<b>Hello</b>!
<iframe src='data:text/html<svg onload=alert(1)>'>

REACT CODE

UNTRUSTED DATA

RENDERED PAGE

return ( 
<div dangerouslySetInnerHTML={{__html: 
DOMPurify.sanitize(data)}}></div> );
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AVOIDING XSS IN REACT

USE SIMPLE DATA BINDING IN JSX

ONLY USE DANGEROUSLYSETINNERHTML
IN COMBINATION WITH SANITIZATION

DO NOT RELY ON PARSERS FOR SECURITY

28
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class TestComponent extends React.Component {
constructor(props) {

super(props);
this.placeholder = "Hello!";
this.myComponent = React.createRef();

}

componentDidMount() {
let realData = "...";
this.myComponent.current.innerHTML = realData;

}

render() {
return (

<div ref={this.myComponent}>{this.placeholder}</div>
)

}
}
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class TestComponent extends React.Component {
constructor(props) {

super(props);
this.placeholder = "Hello!";

}

componentDidMount() {
let realData = "...";
ReactDOM.findDOMNode(this).innerHTML = realData;

}

render() {
return (

<div>{this.placeholder}</div>
)

}
}
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AVOIDING XSS IN REACT

USE SIMPLE DATA BINDING IN JSX

ONLY USE DANGEROUSLYSETINNERHTML
IN COMBINATION WITH SANITIZATION

DO NOT RELY ON PARSERS FOR SECURITY

DO NOT PUT DATA IN THE DOM DIRECTLY
32
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SO, WE'RE F*CKED?

EVERY DEVELOPER SHOULD STICK TO SECURE CODING GUIDELINES

BUILD LIBRARIES TO ENCAPSULATE DANGEROUS BEHAVIOR
Create only one accepted way to output safe HTML, 

without every developer having to learn about DOMPurify

USE LINTING TO FIND POTENTIALLY DANGEROUS CODE PATTERNS

33
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CROSS-SITE SCRIPTING (XSS)

React only applies automatic defenses for simple data binding

Watch out for React pitfalls when handling data

Use linting rules to scan your applications for dangerous patterns
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> 97%
of code in a modern web app are dependencies
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$ cat package.json
...
"dependencies": {
"@fortawesome/fontawesome-free": "^5.10.2",
"bootstrap-css-only": "4.3.1",
"cloc": "^2.5.0",
"dompurify": "^2.0.7",
"mdbreact": "4.19.1",
"prop-types": "15.7.2",
"react": "16.9.0",
"react-dom": "16.9.0",
"react-html-parser": "^2.0.2",
"react-router-dom": "^5.0.1"

},
"devDependencies": {
"react-scripts": "latest"

},
...
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$ cloc node_modules/

---------------------------------------------------------------------------------------
Language                             files          blank        comment           code
---------------------------------------------------------------------------------------
JavaScript                           17074         264815         271832        1482750
JSON                                  2199            624              0         238181
Markdown                              1944          81253              4         205375
TypeScript                            1844           6259          53636          49077
CSS                                     75          10156            478          38177
SVG                                   1594              0             49          28529
HTML                                    65          11671             24          19678
Sass                                    83           2207            465          17465
Perl                                     1            851           1323          11464
LESS                                    28           1010            101           9267
YAML                                   177            121            168           6302
C/C++ Header                            21           1148            351           5984
JSX                                     10            389            353           2444
XML                                      8            233             11           2138
CoffeeScript 27            591             51           1513
Bourne Shell                            10            204            140            991
Windows Module Definition                5             88              0            454
...
---------------------------------------------------------------------------------------
SUM:                                 25194         381793         329060        2120568
---------------------------------------------------------------------------------------
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80 packages
the average npm module relies on

Small world with high risks: a study of security threats in the npm ecosystem
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40%
of packages rely on known vulnerable code*

Small world with high risks: a study of security threats in the npm ecosystem

*estimated by the authors of 
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electron-notify-native published on NPM
March 6th, 2019

electron-notify-native included by target application
March 8th, 2019

electron-notify-native updated with malicious payload
March 23rd, 2019

electron-notify-native updated by target application
April 16th, 2019

NPM warns Komodo Platform of the problem 
June 4th, 2019

exploit vulnerability to transfer 
crypto-funds to a safe location

June 4th, 2019

hacker suggests adding native notifications as a feature, offers to work on that
February 25th, 2019
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a patched version of Struts2 fixes a remote code execution vulnerability
March 7th, 2017

attackers start probing Equifax systems using the Struts vulnerability
March 10th, 2017

Equifax discovers the breach of their systems
July 29th, 2017

Equifax uses Apache Struts 2 to build applications

attackers escalate the attack to full-scale data exfiltration
May 2017

Equifax announces the breach
September 7th, 2017
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SECURING YOUR DEPENDENCIES

Setup continuous monitoring for dependencies

Triage potential vulnerabilities for the urgency to patch

Keep applications up to date, to enable quick patching
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OTHER PEOPLE TO LISTEN TO ABOUT REACT/JS SECURITY

48

Ron Perris
@ronperris

Lewis Ardern
@LewisArdern



@PhilippeDeRyck – philippe@PragmaticWebSecurity.comPHILIPPE DE RYCK

/in/PhilippeDeRyck @PhilippeDeRyck

philippe@pragmaticwebsecurity.com


