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PASSWORDS AND PIXIE DUST
A LOOK AT OAUTH 2.0 SECURITY IN ANGULAR
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WHAT IS THE CORE ASPECT
OF OAUTH 2.0?
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1
Request access 

from the 
resource owner

2 Access token

3 Verify client
access
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THE RESOURCE OWNER PASSWORD CREDENTIALS GRANT FLOW
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5 Access token

6 Protected resource

4 Access token

3User’s login credentials

2 Login
credentials1Authenticate

yourself
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THE RESOURCE OWNER PASSWORD CREDENTIALS GRANT FLOW
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5 Access token

6 Protected resource

4 Access token

3User’s login credentials

2 Login
credentials1Authenticate

yourselfDeprecated



@PhilippeDeRyck

CHALLENGES WITH PASSWORD-BASED FLOWS
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GIVING CLIENT APPLICATIONS ACCESS TO RAW CREDENTIALS

TEACHING USERS TO FILL OUT PASSWORDS EVERYWHERE

FRONTEND APPLICATIONS CANNOT USE CLIENT CREDENTIALS IN THE FLOW

REFRESH TOKENS SHOULD NOT BE USED WITHOUT CLIENT CREDENTIALS
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THE IMPLICIT GRANT FLOW
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2 Authenticate yourself

4 Request client authorization

3 Login credentials

5 Authorize client

7 Access token

8 Protected resource

6 Access token1Request access
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CHALLENGES WITH IMPLICIT GRANT FLOWS
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TOKENS ARE PART OF THE BROWSER HISTORY

MOBILE APPLICATIONS SUFFER FROM CALLBACK INTERCEPTION ATTACKS

REFRESH TOKENS ARE NOT AVAILABLE IN THIS FLOW

SILENT REFRESH OF EXPIRED ACCESS TOKENS IS NOT ALWAYS AVAILABLE
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THE PKCE-BASED AUTHORIZATION CODE GRANT FLOW
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3 Ask for approval

5 Redirect

2 Initialize flow with code challenge

4 Grant approval

7 Request access token with code verifier

8 Access token

6 Load callback page

1Redirect with 
code challenge

?

?

Code verifier

?
Check if the challenge 
belongs to the verifier
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REVISITING EARLIER CHALLENGES
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TOKENS ARE PART OF THE BROWSER HISTORY

MOBILE APPLICATIONS SUFFER FROM CALLBACK INTERCEPTION ATTACKS

REFRESH TOKENS ARE NOT AVAILABLE IN THIS FLOW

SILENT REFRESH OF EXPIRED ACCESS TOKENS IS NOT ALWAYS AVAILABLE
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REVISITING EARLIER CHALLENGES
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TOKENS ARE PART OF THE BROWSER HISTORY

MOBILE APPLICATIONS SUFFER FROM CALLBACK INTERCEPTION ATTACKS

REFRESH TOKENS ARE NOT AVAILABLE IN THIS FLOW

SILENT REFRESH OF EXPIRED ACCESS TOKENS IS NOT ALWAYS AVAILABLE
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J
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NO CLIENT CREDENTIALS TO EXCHANGE REFRESH TOKEN

NO SECURE STORAGE FOR THE REFRESH TOKEN
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NO CLIENT CREDENTIALS TO EXCHANGE REFRESH TOKEN

NO SECURE STORAGE FOR THE REFRESH TOKEN

L
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THE PKCE-BASED AUTHORIZATION CODE GRANT FLOW
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3 Ask for approval

5 Redirect

2 Initialize flow with code challenge

4 Grant approval

7 Request access token with code verifier

8 Access token

6 Load callback
page

1Redirect with 
code challenge

?

?

Code verifier

?
No client credentials, and no secure 

storage of the refresh token
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HOW CAN YOU SOLVE THIS
PROBLEM GRACEFULLY?
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prompt=none
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SILENTLY REQUESTING A NEW ACCESS TOKEN
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4 Redirect

2 Initialize flow with code challenge & prompt=none

6 Request access token with code verifier

7 Access token

5 Load callback
page

1
Redirect with 

code challenge
& prompt=none

?

?

Code verifier

?

Check existing session and 
previous approval information

3
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SILENTLY REQUESTING A NEW ACCESS TOKEN
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THE USER MAINTAINS A SESSION WITH THE AUTHORIZATION SERVER

AS LONG AS THE SESSION IS ACTIVE, ACCESS TOKENS CAN BE REQUESTED

THE CLIENT ONLY NEEDS TO HANDLE SHORT-LIVED ACCESS TOKENS

REQUIRES SUPPORT FOR THE PKCE-BASED AUTHORIZATION CODE FLOW
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1-day workshops

5-day dual-track program

Whiteboard hacking (aka hands-on Threat Modeling)

Building secure web & web service applications

Securing Kubernetes the hard way
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Crypto, AppSec Processes, web security, 
access control, mobile security, ...
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