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* Founder of Pragmatic Web Security
* In-depth web security training for developers
* Covering web security, APl security & Angular security

* 15+ years of security experience
* Web security instructor and conference speaker
e Author of Primer on client-side web security
* Creator of Web Security Fundamentals on edX

e Course curator of the SecAppDev course
* Yearly security course targeted towards developers
* More information on https://secappdev.org

* Foodie and professional chef
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A pragmatic approach to web security, tailored
towards developers. Thorough and to-the-point
lectures. Custom-built and realistic lab
Sessions.

LEARN MORE




s 7

®O0® NewTad X +

“~ = (C @ pragmaticwebsecurity.com A

You're browsing as a Guest

Pages that you view in this window won't appear in the browser
history and they won't leave other traces, like cookies, on the
computer after you close all open Guest windows. Any files that you
download, however, will be preserved.

LEARN MORE
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) o Cache-Control: public, max-age=0, must-revalidate
.| jquery-3.3.1.min.js

o Connection: keep-alive
| popper.min.js
. Content-Length: 49
__| bootstrap.min.js

Content-Type: text/plain

| mdb.min.js
: Thu, 27 S 2018 17:12:03 GMT
| | 5YDhcDcGCWA Date: Thu <P
‘ At A Location: https://pragmaticwebsecurity.com/
61 requests | 2.1 MB tra... Server: Netlify
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Strict-Transport-Security:
max-age=31536000
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HTTP STRICT TRANSPORT SECURITY (HSTS)

* By enabling HSTS, a server instructs the browser to always use HTTPS

* Typing restograde.com will result in a request sent over HTTPS
e All HTTP links will be fetched over HTTPS
e Even if the user types http://restograde.com, the browser will use HTTPS

Strict-Transport-Security: max-age=31536000

 HSTS is enabled by sending the Strict-Transport-Security response header

* The header can only be set over a valid HTTPS connection
* The max-age property indicates how long HSTS should be enabled (in seconds)
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Global 86.03%
Declare that a website is only accessible over a secure connection
(HTTPS).
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Strict-Transport-Security:
max-age=31536000;
includeSubDomains
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HSTS FOR SUBDOMAINS

e HSTS supports the includeSubDomains flag
* This flag extends the policy to all subdomains of the current domain
* Can be set on any level, not only on registered domains

Strict-Transport-Security: max-age=31536000;
includeSubDomains

* Implications of enabling HSTS with includeSubDomains
* The browser will no longer send HTTP requests to any subdomain

e Can potentially impact legacy services that do not support HTTP
* Only works when browser sees parent domain, so also enable HSTS on subdomains

y @PhilippeDeRyck 12
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Enter a domain:

example.com

Check HSTS preload status and eligibility

Information

This form is used to submit domains for inclusion in Chrome's HTTP Strict Transport Security (HSTS) preload list. This is a
list of sites that are hardcoded into Chrome as being HTTPS only.

Most major browsers (Chrome, Firefox, Opera, Safari, IE 11 and Edge) also have HSTS preload lists based on the Chrome
list. (See the HSTS compatibility matrix.)

Submission Requirements

If a site sends the preload directive in an HSTS header, it is considered to be requesting inclusion in the preload list and
may be submitted via the form on this site.

In order to be accepted to the HSTS preload list through this form, your site must satisfy the following set of requirements:

1. Serve a valid certificate.

2. Redirect from HTTP to HTTPS on the same host, if you are listening on port 80.
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Enable a long-term HSTS policy for every HTTPS site

Work towards a global policy with includeSubdomains
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DST Root CA X3
L =] Let's Encrypt Authority X3

L+ B¥ pragmaticwebsecurity.com

pragmaticwebsecurity.com

Issued by: Let's Encrypt Authority X3

Expires: Saturday, 15 December 2018 at 10:03:11 Central European Standard Time
@ This certificate is valid

8 ertiffectle

L WP S

v’

¥ Details

Subject Name
Common Name pragmaticwebsecurity.com

Issuer Name
Country US
Organisation Let's Encrypt
Common Name Let's Encrypt Authority X3

Serial Number 03 D1EA 25 28 63 2E D2 58 96 F9 0D 20 AE 78 67 96 EF
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ROOT CA

INTERMEDIATE CA

CERTIFICATES
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@  Mozilla Firefox Start Page % j’ %

€ | ) rirefox  about:preferences#advanced
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Preferences

x ‘\+

¢ Q search

Your Certificates

Certificate Manager

People Servers Authorities

You have certificates on file that identify these certificate authorities:

Others

Certificate Name
¥ AC Camerfirma S.A.
Chambers of Commerce Root - 2008
Global Chambersign Root - 2008
AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce Root
Camerfirma Global Chambersign Root
ACCV
ACCVRAIZY
Actalis S.p.A./03358520867
Actalis Authentication Root CA
AddTrust AB
AddTrust Low-Value Services Root
AddTrust External Root
AddTrust Public Services Root
AddTrust Qualified Certificates Root
COMODO ECC Certification Authority
¥ AffirmTrust
AffirmTrust Commercial
AffirmTrust Networking
AffirmTrust Premium
AffirmTrust Premium ECC
¥ Agencia Catalana de Certificacio (NIF Q-0801176-1)
EC-ACC
v Amazon
Amazon Root CA 1
Amazon Root CA 2
‘Amazon Root CA 3
‘Amazon Root CA 4
Amazon
AS Sertifitseerimiskeskus
EE Certification Centre Root CA
Atos
Atos TrustedRoot 2011
Autoridad de Certificacion Firmaprofesional CIF A62634068
Autoridad de Certificacion Firmaprofesional CIF AB2634068
Baltimore
Baltimore CyberTrust Root
DigiCert Baitimore CA-2 G2
Verizon Akamai SureServer CA G14-SHA2
Buypass AS-983163327
Buypass Class 2 Root CA
Buypass Class 3 Root CA
Certinomis
Certinomis - Autorité Racine
Certinomis - Root CA

Certplus

Security Device

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token

Builtin Object Token

Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token

Software Security Device

Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Software Security Device
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Software Security Device

Software Security Device

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token

View... Edit Trust... Import... Export...

Delete or Distrust...
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¥ ACTalls o.p.AJUS3DE2LUP0 S
_ Actalis Authentication Root CA Builtin Object Token
¥ AddTrust AB

AddTrust Low-Value Services Root Builtin Object Token
AddTrust External Root Builtin Object Token
AddTrust Public Services Root Builtin Object Token
AddTrust Qualified Certificates Root Builtin Object Token
COMODOQ ECC Certification Authority Software Security Device

¥ AffirmTrust

AffirmTrust Commercial Builtin Object Token
AffirmTrust Networking Builtin Object Token
AffirmTrust Premium Builtin Object Token
: AffirmTrust Premium ECC Builtin Object Token
¥ Agencia Catalana de Certificacio (NIF Q-0801176-1)
| EC-ACC Builtin Object Token
¥ Amazon
. Amazon Root CA1 Builtin Object Token
Amazon Root CA 2 Builtin Object Token

Amazon Root CA 3 Builtin Object Token
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Google boots China's main digital certificate authority CNNIC

Google says a future update in Chrome will remove trust for all certificates from
China's main root certificate authority.

a By Liam Tung | April 2, 2015 -- 11:46 GMT (12:46 BST) | Topic: Security

Final Report on

French Government ANSSI

DigiNotar Hack

Shows Total responsible of a MITM against
Compromise of CA

Servers Google SSL-TLS

December 8, 2013 By Pierluigi Paganini

Dennis Fisher



“...a bit of a hand wave.”

| LIVVASE ADDSseclsA U1 playllst
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OWASP AppSecUSA 2011: Keynote: SSL and the future of authenticity
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CERTIFICATE AUTHORITY AUTHORIZATION

restograde.com. CAA 0 issue "“letsencrypt.org”
restograde.com. CAA 0 issue “globalsign.org”

restograde.com. CAA 0 issuewild "“letsencrypt.org”

y @PhilippeDeRyck
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CERTIFICATE AUTHORITY AUTHORIZATION (CAA)

* By adding CAA DNS records, you can specify the set of authorized CAs
* Only works if CAs check your DNS records before issuing a certificate
* Since September 2017, this is a mandatory requirement for all CAs

restograde.com. CAA 0 issue “letsencrypt.org”
* The records allow the configuration of multiple CAs

* Only applies to this specific domain, not subdomains
* Wildcard directives are supported as well (but again, does not include subdomains)

restograde.com. CAA 0 issue "“letsencrypt.org”
restograde.com. CAA 0 issue “globalsign.org”

restograde.com. CAA 0 issuewild “letsencrypt.org”

y @PhilippeDeRyck 23



Add DNS CAA records to restrict the set of valid CAs

Always designate a backup CA as a fallback
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CERTIFICATE TRANSPARENCY

E

CTLOG

Only accept
Request certificate published certificates
Monitor certificates E
for domain

BROWSER
25
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LET'S ENCRYPT EMBEDS SCT INFORMATION IN THE CERTIFICATE
Easy to inspect in Chrome's Security tools

Certificate

Subject pragmaticwebsecurity.com
SAN  pragmaticwebsecurity.com
www.pragmaticwebsecurity.com
Valid from Thu, 28 Jun 2018 09:51:02 GMT
Valid until  Wed, 26 Sep 2018 09:51:02 GMT
Issuer Let's Encrypt Authority X3

Open full certificate details

Certificate Transparency

SCT Cloudflare 'Nimbus2018' Log (Embedded in certificate, Verified)

w) @PhilippeDer SCT Google 'lcarus' log (Embedded in certificate, Verified)
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HOw CT IMPROVES THE CURRENT SITUATION

* CT is a detective measure, not a preventive one
* An attacker can still attempt to get a fraudulent certificate for any domain
* But because of Certificate Transparency, that certificate will be in a public log

* That is why Chrome started requiring the presence of SCT information in 04/2018
* Apple requires CT to be present for certificates issued after October 2018

* Requiring certificates to be published is only the first step

* If nobody monitors the logs, then nothing will change
* You should setup log monitoring for your domains
* |f an attacker tricks a CA into creating a fraudulent certificate, you will get an alert

* Widespread adoption of CT enables quick revocation of fraudulent certs

y @PhilippeDeRyck
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Introducing our Certificate
Transparency Monitoring tool

. PROTECT THE GRAPH - TUESDAY, DECEMBER 13, 2016 §




Domains

angularmasterclass.pragmaticwebsecurity.com

angularmasterclass.pragmaticwebsecurity.com

www.pragmaticwebsecurity.com
pragmaticwebsecurity.com

www.pragmaticwebsecurity.com
pragmaticwebsecurity.com

essentials.pragmaticwebsecurity.com

essentials.pragmaticwebsecurity.com

Subject
CN=angularmasterclass.pragmatic

websecurity.com

CN=angularmasterclass.pragmatic
websecurity.com

CN=pragmaticwebsecurity.com

CN=pragmaticwebsecurity.com

CN=essentials.pragmaticwebsecuri
ty.com

CN=essentials.pragmaticwebsecuri
ty.com

Issuer

C=US, O=Let's Encrypt, CN=Let's

Encrypt Authority X3

C=US, O=Let's Encrypt, CN=Let's

Encrypt Authority X3

C=US, O=Let's Encrypt, CN=Let's

Encrypt Authority X3

C=US, O=Let's Encrypt, CN=Let's

Encrypt Authority X3

C=US, O=Let's Encrypt, CN=Let's

Encrypt Authority X3

C=US, O=Let's Encrypt, CN=Let's

Encrypt Authority X3

Validity

Jun 28,
2018 -
Sep 26,
2018

Jun 28,
2018 -
Sep 26,
2018

Jun 28,
2018 -
Sep 26,
2018

Jun 28,
2018 -
Sep 26,
2018

Jun 28,
2018 -
Sep 26,
2018

Jun 28,
2018 -
Sep 26,
2018

Certificate

Show Details

Show Details
(CT Precertificate)

Show Details
(CT Precertificate)

Show Details

Show Details

Show Details
(CT Precertificate)



Subject Issuer Valid to

Symantec Class 3 Secure Server 18 Jul 23 Sep See
CA-G4 2017 2018 details

14021 .bankofamerica.com

Symantec Class 3 Secure Server 3 May 13 Jul See
T90PANL.1J01.bankofamerica.com CA - G4 2 2017 2018 3 details
54082- Symantec Class 3 Secure Server 1 6 Sep 8 Sep 3 See
ssoservices.bankofamerica.com CA-G4 2017 2019 details
54082-ssoservices- Symantec Class 3 Secure Server 1 1 Jun 2 Jun 3 See
dev.bankofamerica.com CA - G4 2017 2019 details
. Symantec Class 3 Secure Server 17 Jul 7 Aug See
T90PANL.1G01.bankofamerica.com CA - G4 2 2017 2018 2 details
Symantec Class 3 Secure Server 23 Oct 4 Nov See
14021- d.bankof ica. 1 1
nonprod.bankofamerica.com  ca-ca 2017 2018 details
51034-nonprod- Symantec Class 3 Secure Server 1 16 May 17 Jul 2 See
bp.bankofamerica.com CA-G4 2017 2018 details
Symantec Class 3 Secure Server 18 Jul 23 Sep See
14021.bankof ica. 1 1
niotamerica.com CA-G4 2017 2018 details
48472-NonProd- Symantec Class 3 Secure Server 1 17 May 29 Jul 3 See
crmtool.bankofamerica.com CA-G4 2017 2018 details
Symantec Class 3 EV SSL CA - 15 Aug 17 Aug See

53561.bankofamerica.com 63 2017 2018 details



Ensure that all certificates have CT information

Setup a rigorous CT monitoring process
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KEY PINS
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e 996b510c...
e Ba47e83b...
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Google: Chrome is backing away from public key pinning, and here's
why

Google wrote the HT TP public key pinning standard but now considers the web security
measure harmful.

a By Liam Tung | October 30, 2017 -- 12:44 GMT (12:44 GMT) | Topic: Security




KEY PINNING EXAMPLES ON ANDROID

URL targetURL = new URL (dest) ;

HttpsURLConnection targetConnection = (HttpsURLConnection) targetURL. Pinning on Android N

targetConnection.connect();
1f (validatePinning(targetConnection, PINS)) {
final String updateText = "Key pinning succeded for: " +
runOnUiThread(new Runnable ()
@0verride
public void run() {

textView.setText(updateText);

IO
} else {
final String updateText = "Key pinning failed for: " +
runOnUiThread(new Runnable ()
@0verride
public void run() {

textView.setText(updateText);

s

dest;

dest;

If your minimum SDK is Android N (API 24) then the implementation couldn’t
be simpler as Android has a new API in town the Network Security

Configuration. Even better this configuration even works for WebViews with
no additional effort on your part.

Through a simple entry in your AndroidManifest.xml file you specify an XML
configuration file that defines the pins you require. Of course being XML

based this isn’t useful if you want to dynamically specify your pins.

<?xml version="1.0" encoding="utf-8"7>
<network-security-config>
<domain-config>
<domain includeSubdomains="true'">appmattus.com</domain>
<pin-set>
<pin digest="SHA-
256">4hw5tz+scE+TW+mlai5YipDfFWn1ldqvfLG+nU7tqlV8=</pin>
<pin digest="SHA-
256">YLh1dUR9y6Kja30RrAn7JKnbQG/uEtLMkBgFF2Fuihg=</pin>
</pin-set>
</domain-config>
</network-security-config>



RECOMMENDATIONS FOR PUBLIC KEY PINNING

e Key pinning is an extremely powerful security measure
* It gives you full control over which keys and certificates are considered legitimate
* |t prevents the use of illegitimate keys and certificates, even when issued by a CA

* The problem with public key pinning is updating the pins over time
* If the pins go out of sync with the server’s keys, the connection breaks
* For web applications, this also breaks the update channel for fixing the pins
* Mobile/native applications have an out-of-band update channel
* Pins can be fixed by pushing an update through the app store

* Pinning is deprecated for web applications, but recommended for others
* Pinning can be done on different levels (server, intermediate CA, root CA)
* |t’s safer to pin a key than to pin a certificate
* |f possible, also pin a backup key in case of emergency

Y @rhilippeDeRyck

35



Stay away from key pinning in web applications

Use it for sensitive applications with an out-of-band update channel

y @PhilippeDeRyck



Serve everything over HTTPS
Deploy HSTS, preferably on the top-level domain
Configure CAA to restrict valid CAs
Monitor CT logs for your domains

Use public-key pinning for applications with an out-of-band update channel

y @PhilippeDeRyck



Oct. 15" - 161 2018 Oct. 18" - 19t 2018

Leuven, Belgium

Web Security Angular Security
Essentials Masterclass

https://pragmaticwebsecurity.com/#courses



SecAppDev 2019

February 18 - 22, Leuven, Belgium

1-day workshops Building secure web & web service applications

Jim Manico

Whiteboard hacking (aka hands-on Threat Modeling)

Sebastien Deleersnyder

Securing Kubernetes the hard way
Jimmy Mesta

5-d ay d ud |-t racC k program Crypto, AppSec Processes, web security,
access control, mobile security, ...
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