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HTTPS connection 
using a shared secret

Let's get secure!



@PhilippeDeRyck

• Founder of Pragmatic Web Security
• In-depth web security training for developers
• Covering web security, API security & Angular security

• 15+ years of security experience
• Web security instructor and conference speaker
• Author of Primer on client-side web security
• Creator of Web Security Fundamentals on edX

• Course curator of the SecAppDev course
• Yearly security course targeted towards developers
• More information on https://secappdev.org

• Foodie and professional chef
GOOGLE DEVELOPER EXPERT

PH.D. IN WEB SECURITY

HTTPS://PRAGMATICWEBSECURITY.COM

DR. PHILIPPE DE RYCK
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pragmaticwebsecurity.com

Rewrite 
HTTPS URLs

Redirect to HTTPS

Rewrite 
HTTPS URLs
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Strict-Transport-Security:
max-age=31536000
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HTTP STRICT TRANSPORT SECURITY (HSTS)

• By enabling HSTS, a server instructs the browser to always use HTTPS
• Typing restograde.com will result in a request sent over HTTPS
• All HTTP links will be fetched over HTTPS
• Even if the user types http://restograde.com, the browser will use HTTPS

• HSTS is enabled by sending the Strict-Transport-Security response header
• The header can only be set over a valid HTTPS connection
• The max-age property indicates how long HSTS should be enabled (in seconds)
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Strict-Transport-Security: max-age=31536000
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Strict-Transport-Security:
max-age=31536000;
includeSubDomains
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HSTS FOR SUBDOMAINS

• HSTS supports the includeSubDomains flag
• This flag extends the policy to all subdomains of the current domain
• Can be set on any level, not only on registered domains

• Implications of enabling HSTS with includeSubDomains
• The browser will no longer send HTTP requests to any subdomain
• Can potentially impact legacy services that do not support HTTP
• Only works when browser sees parent domain, so also enable HSTS on subdomains
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Strict-Transport-Security: max-age=31536000;
includeSubDomains
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HTTP STRICT TRANSPORT SECURITY

Enable a long-term HSTS policy for every HTTPS site

Work towards a global policy with includeSubdomains
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ROOT CA

INTERMEDIATE CA

CERTIFICATES
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https://imgur.com/r/diwhy/p1Xxq70
https://pholder.com/r/diwhy/
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CERTIFICATE AUTHORITY AUTHORIZATION
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restograde.com. CAA 0 issue “letsencrypt.org”
restograde.com. CAA 0 issue “globalsign.org”

restograde.com. CAA 0 issuewild “letsencrypt.org”
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CERTIFICATE AUTHORITY AUTHORIZATION (CAA)

• By adding CAA DNS records, you can specify the set of authorized CAs
• Only works if CAs check your DNS records before issuing a certificate
• Since September 2017, this is a mandatory requirement for all CAs

• The records allow the configuration of multiple CAs
• Only applies to this specific domain, not subdomains
• Wildcard directives are supported as well (but again, does not include subdomains)
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restograde.com. CAA 0 issue “letsencrypt.org”

restograde.com. CAA 0 issue “letsencrypt.org”
restograde.com. CAA 0 issue “globalsign.org”

restograde.com. CAA 0 issuewild “letsencrypt.org”
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CERTIFICATE AUTHORITY AUTHORIZATION

Add DNS CAA records to restrict the set of valid CAs

Always designate a backup CA as a fallback
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CERTIFICATE TRANSPARENCY
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Only accept 
published certificates

Monitor certificates 
for domain

Request certificate

Publish certificate
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LET'S ENCRYPT EMBEDS SCT INFORMATION IN THE CERTIFICATE
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Easy to inspect in Chrome's Security tools



@PhilippeDeRyck

HOW CT IMPROVES THE CURRENT SITUATION

• CT is a detective measure, not a preventive one
• An attacker can still attempt to get a fraudulent certificate for any domain
• But because of Certificate Transparency, that certificate will be in a public log
• That is why Chrome started requiring the presence of SCT information in 04/2018

• Apple requires CT to be present for certificates issued after October 2018

• Requiring certificates to be published is only the first step
• If nobody monitors the logs, then nothing will change
• You should setup log monitoring for your domains
• If an attacker tricks a CA into creating a fraudulent certificate, you will get an alert

• Widespread adoption of CT enables quick revocation of fraudulent certs
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“ “Facebook's Product Security team developed and runs a 
system that continuously checks major public CT logs for new 

certificates issued on behalf of domains that we own.
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CERTIFICATE TRANSPARENCY

Ensure that all certificates have CT information

Setup a rigorous CT monitoring process
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KEY PINS
• 996b510c ...
• Ba47e83b ...



“ “Security researchers have highlighted a number of problems with 
HPKP, including the possibility for an attacker to install malicious 

pins or for a site operator to accidentally block visitors.
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KEY PINNING EXAMPLES ON ANDROID
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RECOMMENDATIONS FOR PUBLIC KEY PINNING

• Key pinning is an extremely powerful security measure
• It gives you full control over which keys and certificates are considered legitimate
• It prevents the use of illegitimate keys and certificates, even when issued by a CA

• The problem with public key pinning is updating the pins over time
• If the pins go out of sync with the server’s keys, the connection breaks
• For web applications, this also breaks the update channel for fixing the pins
• Mobile/native applications have an out-of-band update channel

• Pins can be fixed by pushing an update through the app store

• Pinning is deprecated for web applications, but recommended for others
• Pinning can be done on different levels (server, intermediate CA, root CA)
• It’s safer to pin a key than to pin a certificate
• If possible, also pin a backup key in case of emergency
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PUBLIC KEY PINNING

Stay away from key pinning in web applications

Use it for sensitive applications with an out-of-band update channel
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MODERN HTTPS DEPLOYMENTS

Serve everything over HTTPS
Deploy HSTS, preferably on the top-level domain

Configure CAA to restrict valid CAs
Monitor CT logs for your domains

Use public-key pinning for applications with an out-of-band update channel
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Web Security
Essentials

Angular Security
Masterclass

Leuven, Belgium
Oct. 15th – 16th 2018 Oct. 18th – 19th 2018

https://pragmaticwebsecurity.com/#courses
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1-day workshops

5-day dual-track program

Whiteboard hacking (aka hands-on Threat Modeling)

Building secure web & web service applications

Securing Kubernetes the hard way

Jim Manico

Sebastien Deleersnyder

Jimmy Mesta

Crypto, AppSec Processes, web security, 
access control, mobile security, ...
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