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APPSEC IS TOO HARD!?



THE ROAD TO APPSEC HELL

IS PAVED WITH GOOD INTENTIONS



?
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What do we expect from developers
to build secure applications?



!
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Follow secure coding guidelines!
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A review submitted by a malicious user
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This restaurant is <b>highly recommended</b>. The 
food is exquisite and the service is impeccable. <a 
href="https://pics.example.com">Check out my story 
here!</a><img src="none.png" onerror="alert('Go 
there, now!')">

A JSX template to combine data with HTML
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return ( <div>
<h3>{ title }</h3>
<p>{ review }</p>

</div>);

https://restograde.com

By default, React escapes 
values embedded in JSX 
before rendering them
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dangerouslySetInnerHTML



pdr.online https://reactjs.org/docs/dom-elements.html
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A review submitted by a malicious user
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This restaurant is <b>highly recommended</b>. The 
food is exquisite and the service is impeccable. <a 
href="https://pics.example.com">Check out my story 
here!</a><img src="none.png" onerror="alert('Go 
there, now!')">

A JSX template to render user-provided HTML
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return ( <div>
<h3>{ title }</h3>
<p dangerouslySetInnerHTML={{__html: review}}></p>
</div>);

dangerouslySetInnerHTML
exposes the innerHTML

property

https://restograde.com

This property is dangerous, 
since React does not apply 

any protection at all
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A review submitted by a malicious user
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This restaurant is <b>highly recommended</b>. The 
food is exquisite and the service is impeccable. <a 
href="https://pics.example.com">Check out my story 
here!</a><img src="none.png" onerror="alert('Go 
there, now!')">

A JSX template to render user-provided HTML
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import DOMPurify from 'dompurify';

return ( <div>
<h3>{ title }</h3>
<p dangerouslySetInnerHTML={{__html: DOMPurify.sanitize(review)}}></p>

</div>);

DOMPurify turns untrusted 
HTML in safe HTML, making it 

safe to include in the page

https://restograde.com
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AVOID ACCIDENTAL MISUSE OF DANGEROUS FEATURES

Explicitly mark dangerous application features 
as dangerous to raise developer awareness
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MARKING THINGS AS DANGEROUS IS NOT ENOUGH

Explicitly marking dangerous features prevents 
accidental mis-use, but does not magically enable 

developers to use the feature securely



? How can we check if our application is 
using dangerouslySetInnerHTML securely?



pdr.online

$ semgrep --config "p/react"
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$ semgrep --config "p/react"

---------------
| Scan Status |
---------------

  Scanning 16 files tracked by git with 6 Code rules:
  Scanning 3 files with 6 js rules.
  ====================================== 100% 0:00:00

------------------
| 1 Code Finding |
------------------

src/App.js
  typescript.react.security.audit.react-dangerouslysetinnerhtml.react-dangerouslysetinnerhtml
    Detection of dangerouslySetInnerHTML from non-constant definition. This can inadvertently
    expose users to cross-site scripting (XSS) attacks if this comes from user-provided   
    input. If you have to use dangerouslySetInnerHTML, consider using a sanitization library 
    such as DOMPurify to sanitize your HTML.
          Details: https://sg.run/rAx6

           62| <p dangerouslySetInnerHTML={{__html: profile.bio}}></p>
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A JSX template using DOMPurify directly
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import DOMPurify from 'dompurify';

return ( <div>
<h3>{ title }</h3>
<p dangerouslySetInnerHTML={{__html: DOMPurify.sanitize(review)}}></p>

</div>);

A JSX template using DOMPurify through an intermediate function
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import DOMPurify from 'dompurify';

return ( <div>
<h3>{ title }</h3>
<p dangerouslySetInnerHTML={{__html: sanitizeHtml(profile.bio)}}></p>

</div>);
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$ semgrep --config "p/react"

---------------
| Scan Status |
---------------

  Scanning 16 files tracked by git with 6 Code rules:
  Scanning 3 files with 6 js rules.
  ====================================== 100% 0:00:00

------------------
| 1 Code Finding |
------------------

src/App.js
  typescript.react.security.audit.react-dangerouslysetinnerhtml.react-dangerouslysetinnerhtml
    Detection of dangerouslySetInnerHTML from non-constant definition. This can inadvertently
    expose users to cross-site scripting (XSS) attacks if this comes from user-provided   
    input. If you have to use dangerouslySetInnerHTML, consider using a sanitization library 
    such as DOMPurify to sanitize your HTML.
          Details: https://sg.run/rAx6

           62| <p dangerouslySetInnerHTML={{__html: sanitizeHtml(profile.bio)}}></p>
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$ semgrep --config "p/react"

---------------
| Scan Status |
---------------

  Scanning 516 files tracked by git with 6 Code rules:
  Scanning 123 files with 6 js rules.
  ====================================== 100% 0:00:00

--------------------
| 51 Code Findings |
--------------------

src/App.js
  typescript.react.security.audit.react-dangerouslysetinnerhtml.react-dangerouslysetinnerhtml
    Detection of dangerouslySetInnerHTML from non-constant definition. This can inadvertently
    expose users to cross-site scripting (XSS) attacks if this comes from user-provided   
    input. If you have to use dangerouslySetInnerHTML, consider using a sanitization library 
    such as DOMPurify to sanitize your HTML.
          Details: https://sg.run/rAx6

           62| <p dangerouslySetInnerHTML={{__html: sanitizeHtml(profile.bio)}}></p>
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Using a SafeHtml component, avoiding the use of dangerouslySetInnerHTML
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import SafeHtml from './SafeHtml';

return ( <div>
<h3>{ title }</h3>
<SafeHtml element="p" html={{review}}></SafeHtml>

</div>);

The SafeHtml component
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import React from 'react';
import DOMPurify from 'dompurify'; 

// This function will render HTML safely using DOMPurify
function SafeHtml({ element, html }){
  return React.createElement(element, { 
       dangerouslySetInnerHTML: { __html: DOMPurify.sanitize(html) }
    });
}
export default SafeHtml;
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ENCAPSULATE SECURITY BEHAVIOR IN LIBRARIES

Offering the right abstractions absolves 
developers of the responsibility to apply detailed 

secure coding guidelines
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$ semgrep --config "p/react"

---------------
| Scan Status |
---------------

  Scanning 516 files tracked by git with 6 Code rules:
  Scanning 123 files with 6 js rules.
  ====================================== 100% 0:00:00

Ran 6 rules on 123 files: 0 findings.
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SCALING SECURITY WITH ENCAPSULATION AND TOOLING

Encapsulating security behavior and using proper 
tooling makes it easier to apply 
security best practices at scale
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The base64-encoded 
header and payload, 

along with the signature

The signature is crucial 
to ensure the integrity of 
the header and payload



pdr.online https://portswigger.net/daily-swig/apache-pulsar-bug-allowed-account-takeovers-in-certain-configurations
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alg: none
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alg: none
eyJhbGciOiJub25lIiwidHlwIjoiSldUIn0

.
eyJzdWIiOiIxMjM0NTY3ODkwIiwibmFtZSI6IkpvaG4

gRG9lIiwiaWF0IjoxNTE2MjM5MDIyfQ
.
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alg: NoNe

alg: NONe

alg: nOnE
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INCLUDE COMMON PITFALLS IN YOUR TEST SCENARIOS

Test your applications to ensure JWTs with 
"alg:none" are rejected.
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AppSec is too hard!
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WHAT DOES IT TAKE TO HANDLE A JWT CORRECTLY?

Choosing the JWT signature scheme

HMACs or digital signatures?

Deciding on the signing algorithm

RS256, PS256, ES256, or EdDSA?

Verifying the validity of the JWT

Correctly verifying the signature

Checking the timestamps (nbf and exp)

Checking the issuer and audience claims (iss and aud)
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WHAT DOES IT TAKE TO HANDLE A JWT CORRECTLY?

Choosing the JWT signature scheme

Deciding on the signing algorithm

Using key identifiers to support key rotation

Verifying the validity of the JWT

Using explicit JWT typing to avoid token confusion attacks
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Claims claims = 
  Security.verifyAuthenticationToken(token);
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ENCAPSULATE SECURITY BEHAVIOR IN LIBRARIES

Offering the right abstractions absolves 
developers of the responsibility to apply detailed 

secure coding guidelines



pdr.online https://netflixtechblog.com/the-show-must-go-on-securing-netflix-studios-at-scale-19b801c86479
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SECURITY AS THE "PAVED ROAD"

Incorporate security in the entire lifecycle, 
from setup to development to deployment.

Getting security "for free" with regular tasks makes everything better!



Security awareness and coding guidelines are only the beginning1

Encapsulate security behavior to simplify your codebase2

Leverage tooling to scale security across your organization3

KEY TAKEAWAYS



Thank you!

https://pragmaticwebsecurity.com

Reach out to discuss 
how I can help you with security


