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! Trusted Types has the ability to eradicate 
DOM-based XSS in your entire application
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An Angular template to put data into the page

1 <h1> Welcome {{ name }} </h1>
Angular applies automatic 

escaping to data embedded 
in templates

The data seen by the browser

1
2

Philippe De Ryck&lt;img src="none" 
onerror="alert('OMG')"&gt;

The browser does not see 
HTML code, but simply 
renders the HTML tags
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An Angular template to render user-provided HTML

1
2
3
4

<div>
<h3>{{ review.title }}</h3>
<p [innerHTML]="review.content"></p>

</div>

[innerHTML] does not directly 
expose innerHTML property, 

but sanitizes the data first
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bypassSecurityTrustHTML

An example using bypassSecurityTrustHTML

1 let unsafeValue = this.sanitizer.bypassSecurityTrustHtml(review);

Assigning this value to 
[innerHTML] causes an XSS 

vulnerability
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Angular code to obtain a native DOM element

1 @ViewChild("myDiv") div : ElementRef;
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Angular code to obtain a native DOM element

1 @ViewChild("myDiv") div : ElementRef;

With Angular out of the loop, bad things are bound to happen

1 this.div.nativeElement.innerHTML = this.inputValue;

With ElementRef, you can access native 
DOM elements, where Angular cannot 
apply automatic protection against XSS
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Angular code to obtain a native DOM element

1 @ViewChild("myDiv") div : ElementRef;

With Angular out of the loop, bad things are bound to happen

1 this.div.nativeElement.innerHTML = this.inputValue;

With Renderer2, you can access native 
DOM elements, where Angular does not 
apply automatic protection against XSS

The Angular Renderer2 API also allows native access to the DOM

1
2
3
4
5

constructor(private renderer2 : Renderer2) {}

loadDivWithRenderer2() {
this.renderer2.setProperty(this.div, "innerHTML", this.inputValue);

}
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XSS IN ANGULAR APPLICATIONS IS NOT IMPOSSIBLE

Angular offers secure-by-default mechanisms, 
but a single mistake can still result in XSS 

vulnerabilities
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HTML PARSER

APPLICATION CODE

DATA

DANGEROUS SINKS
(INNERHTML, …)

Browser

Application
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Enable trusted types by setting a CSP policy

1
2

Content-Security-Policy: 
require-trusted-types-for 'script'



@PhilippeDeRyck https://docs.google.com/document/d/1m91JZWKAGOR3jQoicMVE9Ydcq79gM2BetcRIBemrex8/view#
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Enable trusted types by setting a CSP policy

1 Content-Security-Policy: require-trusted-types-for 'script'

Tells the browser to only allow 
trusted types in the DOM

When possible, always opt to write 
clean code instead of relying on the 

browser's HTML parser

Trusted Types does not affect the use of proper DOM APIs

1
2
3
4

let msg = document.createElement("span");
msg.setAttribute("class", "italic");
msg.textContent = e.data;
document.getElementById("msg").appendChild(msg);
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Enable trusted types for Angular applications

1
2
3

Content-Security-Policy: 
require-trusted-types-for 'script';
trusted-types angular
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escaping / sanitization
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DATA

Browser

Application

TRUSTED TYPES
(INNERHTML, …)

Enable trusted types for Angular applications

1
2
3

Content-Security-Policy: 
require-trusted-types-for 'script';
trusted-types angular



! TT forces you to transform text to a Trusted 
Type, it does not automatically apply security
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Weakening trusted types to allow bypassSecurityTrustHTML

1
2
3

Content-Security-Policy: 
require-trusted-types-for 'script';
trusted-types angular angular#unsafe-bypass

This configuration allows the use of 
bypassSecurityTrustHTML, regardless of 

whether you use it securely or not
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TRUSTED TYPES AVOIDS UNSAFE DOM ASSIGNMENTS

Enabling Trusted Types modifies default browser 
behavior, refusing the insecure usage of 

dangerous sinks in the DOM



Source: caniuse.com
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Enable trusted types by setting a CSP policy

1 Content-Security-Policy: require-trusted-types-for 'script'

With trusted types enabled, the browser refuses to assign text to innerHTML

1 this.div.nativeElement.innerHTML = this.inputValue;

Fixing the application for Chrome typically results in applying proper protections

1 <div [innerHTML]="inputValue"></div>
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Enable trusted types by setting a CSP policy

1 Content-Security-Policy: require-trusted-types-for 'script'

Thanks to trusted types, the application follows security best practices

1 <div [innerHTML]="inputValue"></div>

Enabling Trusted Types automatically 
results in better coding practices, even 

when only used in development



! Trusted Types polyfills are available 
for non-supporting browsers



@PhilippeDeRyck

TRUSTED TYPES IMPROVES CODE SECURITY

Having Trusted Types point out unsafe 
assignments to the DOM helps fixing these issues 

in the application's code, benefiting all users
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Enable trusted types by setting a CSP policy

1 Content-Security-Policy: require-trusted-types-for 'script'

Specify a default TT policy that is applied on all text assigned to HTML sinks

1
2
3
4
5
6
7
8
9

<script
src="https://cdnjs.cloudflare.com/ajax/libs/dompurify/2.2.4/purify.min.js"></script>
<script>
//Define a default policy
trustedTypes.createPolicy('default', {
createHTML: (string, sink) =>
DOMPurify.sanitize(string)

});
</script>

Defining a default policy automatically 
applies the createHTML function on 

string-based assignments to innerHTML, 
which fixes the application



! A default Trusted Types policy requires
native browser support or the JS polyfill
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TRUSTED TYPES IS A BROWSER-LEVEL MEASURE

Trusted Types prevents that third-party code or 
dependencies from using dangerous sinks, and a 

default policy can automatically enable protection
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Angular supports Trusted Types out of the box1

Enable TT in development to find insecure DOM assignments2

Use a default policy when it is impossible to fix the actual code3

KEY TAKEAWAYS
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HTTPS://PRAGMATICWEBSECURITY.COM/EVENTS

Join our upcoming Angular / API security workshops!
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Thank you!
Connect on social media 

to stay in touch on security

@PhilippeDeRyck /in/PhilippeDeRyck


