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Pragmatic Web Security

High-quality security training for developers and managers

- Deep understanding of the web security landscape

- Google Developer Expert (not employed by Google)

DR. PHILIPPE DE RYCK

Custom courses covering web security, API security, Angular security, …

- Course curator of the        SecAppDev course 
(https://secappdev.org)

@PHILIPPEDERYCK

HTTPS://PRAGMATICWEBSECURITY.COM

Consulting services on security, Oauth 2.0, OpenID Connect, …
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THE OWASP TOP 10
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Traditional browser 
requests

XHR-based calls 
to a (JSON) API
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Injection1

Broken authentication2

Sensitive data exposure3

XML External Entities (XXE)4

Broken access control5

Security misconfiguration6

Cross-Site Scripting (XSS)7

Insecure deserialization8
Using components with 
known vulnerabilities9

Insufficient 
logging & monitoring10
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Traditional browser 
requests

XHR-based calls 
to a (JSON) API

Static files JSON data
XSS protection

must be applied here
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{{untrustedData}}

Hello!<img src='unicorns.png' onerror='alert(1)'>

ANGULAR CODE

UNTRUSTED DATA

RENDERED PAGE
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<div [innerHTML]="untrustedData"></div>

<b>Hello</b>!<img src='unicorns.png' onerror='alert(1)'>

ANGULAR CODE

UNTRUSTED DATA

RENDERED PAGE
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AVOIDING XSS IN ANGULAR

GET OUT OF THE WAY AND FOLLOW THE "ANGULAR WAY"
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<a [href]="'javascript:alert(1)'">
A link with an untrusted HREF value

</a>
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AVOIDING XSS IN ANGULAR

GET OUT OF THE WAY AND FOLLOW THE "ANGULAR WAY"

DO NOT USE BYPASSSECURITYTRUST* FOR UNTRUSTED DATA
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<div [innerHTML]="sanitizer.bypassSecurityTrustHtml(untrustedData)">
</div>
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AVOIDING XSS IN ANGULAR

GET OUT OF THE WAY AND FOLLOW THE "ANGULAR WAY"

DO NOT USE BYPASSSECURITYTRUST* FOR UNTRUSTED DATA

DO NOT USE RAW DOM APIS OR THIRD-PARTY LIBRARIES

AVOID GIVING THE USER CONTROL OVER RESOURCE URLS
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<iframe [src]="myFrameUrl"></div>

https://youtu.be/wlxAXIXX0Yw

ANGULAR CODE

LEGITIMATE DATA

RENDERED PAGE

javascript:alert('Moar XSS!')MALICIOUS DATA
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private getYoutubeVideo(input : string) : SafeResourceUrl {
// Always define scheme, host and path separator
const host = "https://www.youtube.com/embed/";

// Additional check to ensure the URL is safe to use
let url = this.sanitizer.sanitize(SecurityContext.URL, host + input);

// Mark the URL safe to use in a resource URL context
return this.sanitizer.bypassSecurityTrustResourceUrl(url);

}

wlxAXIXX0Yw

ANGULAR CODE

UNTRUSTED DATA
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--aot
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CROSS-SITE SCRIPTING (XSS)

Angular automatically applies XSS defenses

Use AOT and do everything “the Angular way”

Avoid using bypassSecurityTrust* functions with untrusted input
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**********
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**********

Identity Provider
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Authentication

API access with
OAuth 2.0 access token

Identity
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Authentication
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Authentication

API access with
OAuth 2.0 access tokenIdentity
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BROKEN AUTHENTICATION

OpenID Connect is the best way to offload authentication

OAuth 2.0 enables authorization for accessing APIs

Rely on high-quality libraries for OAuth 2.0 and OIDC
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> 97%
of code in a modern web app are dependencies
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$ ng new clean-app

? Would you like to add Angular routing? Yes
? Which stylesheet format would you like to use? Sass

added 1169 packages from 1030 contributors and audited 
42445 packages in 28.75s
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$ cloc node_modules/

---------------------------------------------------------------------------------------
Language                             files          blank        comment           code
---------------------------------------------------------------------------------------
JavaScript                           12683         145344         525680        1773037
JSON                                  1555            104              0         161571
Markdown                              1385          65564              4         157446
TypeScript                            2892           9625          90588         104376
HTML                                   274           1656            218          33724
CSS                                    148            299           2301          22382
C++                                     75           3784           3501          22332
Python                                  51           4205           7606          18695
C/C++ Header                           101           2758           1858          15114
LESS                                   482           1611            410          11321
XML                                     20           3237           1300           7617
YAML                                   163            140            112           2416
Bourne Shell                            18            292            333           1500
SVG                                      8              2              2            776
make                                    30            236             39            715
Windows Module Definition                7            115              0            641
DTD                                      1            179            177            514
...
---------------------------------------------------------------------------------------
SUM:                                 19983         239598         634354        2336228
---------------------------------------------------------------------------------------
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electron-notify-native published on NPM
March 6th, 2019

electron-notify-native included by target application
March 8th, 2019

electron-notify-native updated with malicious payload
March 23rd, 2019

electron-notify-native updated by target application
April 16th, 2019

NPM warns Komodo Platform of the problem 
June 4th, 2019

exploit vulnerability to transfer 
crypto-funds to a safe location

June 4th, 2019

hacker suggests adding native notifications as a feature, offers to work on that
February 25th, 2019
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USING COMPONENTS WITH (KNOWN) VULNERABILITIES

Setup dependency checking for your applications

Include regular maintenance intervals in your processes

Triage potential vulnerabilities for the urgency to patch
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Injection1Broken authentication2

Sensitive data exposure3 XML External Entities (XXE)4

Broken access control5

Security misconfiguration6
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known vulnerabilities9

Insufficient 
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FREE SECURITY CHEAT SHEETS FOR MODERN APPLICATIONS
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